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There is an almost infinite variety of issues that can arise within the supply chain, from minor irritants that make business just that bit more difficult to transact
than is necessary, to catastrophic failures. We have selected a few of the more high-profile current issues for consideration that are likely to be relevant for most

European businesses.

Supply Chain Challenges Reducing the Risk of Insolvency in the Supply Chain

Supply chains are facing a fresh barrage of challenges. There is an almost infinite variety of
issues that can arise within the supply chain. Minor irritants that historically may have just

made business a bit more difficult to transact, can in the current environment cumulatively
exert significant pressure. Additionally an overreliance on a third party or failure to spot the
weakest links in this chain could have a catastrophic impact on your business.

Supply chain issues have been compounded recently as a consequence of the Russia/
Ukraine conflict and the associated sanctions on Russia, which have impacted supplies of
raw materials and products (e.g. wheat, fertilisers, automotive parts (e.g. wire-harnesses and
semi-conductors) and key metals, minerals and gases (e.g. aluminium, nickel, cobalt, neon,
etc.). They were already under pressure as a result of the ongoing COVID-19 lockdowns in
China, delays in shipping, availability of materials, Brexit fall out and rising inflation. Add to
that hikes in energy prices, shortages of HGV drivers and fuel costs, it is understandable that
we are seeing significant supply chain stress and disruption.
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The current volatile financial and political landscape, combined with extensive reliance on

outsourced supplies of critical systems and lean manufacturing processes, means that
managing the risk of suppliers (and any of their suppliers) becoming insolvent has become
even more important. Points to consider when seeking to reduce this risk include:

e Dual source wherever possible. Identify and monitor particularly carefully any areas where
dual sourcing is not possible and plan how you would deal with the loss of any single-
source supplier.

e |dentify practical issues that could make it difficult to move to a new supplier (e.g. tooling
held at the supplier's premises, certifications tied to a particular production line, reliance
on proprietary supplier intellectual property) and put in place contractual protections or
contingencies to deal with these.

e Ensure that exit plans have all been agreed and tested well before any potential contract
termination event occurs.

e Ensure contracts are signed with the group company against whom financial due diligence
has been performed and seek parent company guarantees where appropriate.

e Monitor and audit the supplier’s financial health throughout the life of the contract. Include
rights to obtain necessary information/access from the supplier, as well as obligations
on the supplier to do the same with their suppliers and to report to you (and check that
they do this). Be vigilant for any early warning signs, such as late or missed deliveries or
requests for money on account (where that is not usual practice).

e Consider including rights to terminate (to the extent legally permissible) and/or increased
monitoring for material adverse change in the supplier’s finances.

e Consider the use of escrow for key software programmes and risk assess any hosted or
cloud-based solutions where escrow may not provide effective protection.

Ensure that the insolvency provisions in contracts are up to date, appropriate for the
jurisdiction and take effect early enough in the insolvency process.

* Review the contract, be aware of any retention of title provisions and assess their likely
effectiveness.




Mitigating the Impact of Global Trade Disputes

Trade tensions between global superpowers, notably the ongoing tensions between the
US and China, as well as the impact of sanctions on Russia, have the potential to disrupt
supply chains globally. Different companies will be affected by the imposition of/increases
in tariffs, blacklisting of companies and other trade restrictions in different ways, but it is
possible to take steps to mitigate risks, including:

e Mapping the whole of the supply chain to identify high-risk areas and put in place
measures to address any identified risks and develop contingency plans for worst-case
scenarios (including dual/multi-sourcing).

e Actively monitoring potential future trade policy developments in key territories. The last
few years have seen tariff threats between trade blocks, including on steel and aluminium.
Proactive monitoring enables you to:

— Lobby for changes before the scope of tariffs has been determined, either directly or
through industry bodies

— Assess likely consequences for the supply chain and plan accordingly, including
amending long-term contracts and making alternative sourcing arrangements, where
appropriate

e |dentify any levels of the supply chain that may suffer from trade blacklists and plan
how each element could be removed in short order if required. In recent times, the
US has added dozens of companies to its trade blacklist, including many Chinese
chipmakers, Huawei, and Israeli NSO Group whose Pegasus spyware made headlines in
2021. Accordingly, businesses need to have a clear understanding of the sources of all
components and plans to address their loss where appropriate.

¢ Reviewing existing agreements to assess risks and scope for passing these down the
supply chain or terminating arrangements that are/become uneconomical or unlawful.

e |dentifying and applying for available exemptions. For example, by the end of 2018, the US
had granted almost 1,000 waivers from tariffs on Chinese goods. More recently, China has
extended existing tariff exemptions from on a list of 81 US products ranging from electric
vehicle batteries to timber to shrimp.

e | ooking for opportunities that may be presented by trade being diverted to third countries
as a result of tariff impositions (while remembering that these opportunities may be
temporary). For example, it has been estimated that the EU will be able to attract up to
US$90 billion of trade related to value chains as a result of US-China tariffs.
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Ensure Compliance With Data Protection Laws

The introduction of the General Data Protection Regulation (GDPR) brought new obligations
for businesses, with significant fines for non-compliance being levied (e.g. Amazon- €746
million, H&M- €35 million). It has been followed by the California Consumer Privacy Act
(CCPA), China’s Personal Information Protection Law, the Brazilian Data Protection Law and
the likelihood is that more countries will follow suit. With this in mind, in relation to the supply
chain, companies should (if they have not already done so):

e |dentify key territories in which the company'’s group is obliged to comply with local
data protection laws, monitor changing requirements in those territories and ensure
that compliance programmes take account of differing approaches between these key
territories, in particular any data localisation requirements (e.g. in Russia and China).

e Review existing records of processing to ensure there is a clear understanding of what
data is processed by the supply chain on the group’s behalf, where it is processed and the
procedures in place to ensure compliant processing by the supply chain.

e Reassess whether suppliers act as controllers or processors of company group data
and update contracts as necessary to address this and to ensure all contracts include
mandatory data protection clauses.

e Ensure that suppliers with access to company group data are regularly audited and
monitored.

e Continue to monitor the effect of cases (notably the Schrems Il decision on data transfers
to the US) and enforcement action, and be ready to make changes to data hosting and
transfer processes with suppliers and customers if required.

e Maintain and test breach response plans, to include dealing with breaches by suppliers,
and ensure that supplier agreements contain appropriate breach notification and support
commitments.

Consider the Impact of Ransomware and Other IT Security Issues

Internal IT security has been a key risk area for businesses for some considerable time.
However, we are now seeing an increased focus on the risks posed as a result of attacks
on suppliers leading to loss of or interruption to critical supplies. Accordingly, in addition
to addressing security of their own systems and of systems that connect to/interact with,
parties should consider:

e Enhanced due diligence on IT security, disaster recovery and business continuity measures
taken by critical suppliers.

e Including IT security, disaster recovery and business continuity commitments in contracts
with all major suppliers and not just those who are providing IT services.
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Compliance With Anticorruption and Anti-bribery Laws

Anticorruption and anti-bribery laws gained heightened publicity following new legislation
extending potential liability up and down the supply chain. Parties should:

e Establish, implement and enforce appropriate anti-bribery and anticorruption policies
throughout their organisations and ensure that their contracts flow these requirements up
and down the supply chain.

e |dentify key risk areas (both in terms of geography and business function) and provide
increased training, monitoring and audits for them.

e Draft and use appropriate anti-bribery/anticorruption provisions for contracts that provide a
reasonable level of protection, but that procurement/marketing teams are realistically likely
to be able to negotiate and police.

e Consider implementing whistleblowing policies across the supply chain, but take care to
respect local restrictions (e.g. in France). Be aware of the EU Whistleblowing Directive
2021, which is likely to affect many EU-based businesses.

e Stay alive to advancements or changes in relevant anticorruption and anti-bribery
laws, particularly failure to prevent tax avoidance and failure to prevent bribery. Where
appropriate, seek external advice on these advancements, as violation could lead to
significant reputational and financial damage.




Environmental, Social and Governance Ensuring Product Quality and Avoiding Expensive Product Recalls

Environmental, Social and Governance (ESG) issues have come to the fore in recent months.
Media and social activists are increasingly adept at identifying environmental and ethical
issues arising within companies’ supply chains and then tracing these back to the source.

We are also seeing more and more ESG-centred legislation targeted both at companies and
their supply chains across Europe. This is only likely to increase, particularly following the
conclusion of COP26. Legal teams can help support businesses’ compliance efforts by:

e Designing ESG policies so that they have a particular focus on ESG issues most relevant to
a businesses’ industry or sector.

e Updating ESG policies regularly so they extend to cover key legislative changes promptly, and
take account of policy and legislative changes that are on the horizon where appropriate.

e Help businesses stay on top of advances in the environmental law and policy (waste,
water, air pollution, net zero targets, etc.) of countries in which they operate and possible
implications.

e |ncorporating into supply agreements a commitment from suppliers to comply with (and
ensure that their own key suppliers comply with) the business' ESG policies and/or targets,
or equivalent policies or targets approved by the business. It may also be prudent to
include obligations to comply with (and provide the business with evidence to demonstrate
compliance with) specific legislative requirements.

¢ Including ESG audit and reporting requirements in contracts and ensuring that these are
exercised by the business and that the business has the right, if necessary, to terminate the
contract for non-compliance (particularly where there has been some reputational damage).

e Checking that the business maintains adequate records to enable it to demonstrate
compliance and the steps that it has taken to seek to achieve this.

e Utilising the data gathered internally and within a business’ supply chain on ESG to inform
future goal-setting.

e Ensuring that ESG commitments made by the business are not overly ambitious.
Consumer and shareholder groups have already started to investigate the possibility of
pursuing companies for failure to comply with published ESG statements.

Consumer protection and product safety legislation are becoming increasingly prescriptive.
Suppliers must not only ensure their products are safe, but also provide certificates of
compliance with a plethora of different industry standards. Failure by the supplier or its supply
chain to do this can lead to expensive and very public product recalls. Supply contracts will
generally include standard product quality and compliance warranties. However, consideration
should also be given to:

e Agreeing a product recall process with key members of the supply chain in advance. This
reduces the supply chain’s exposure to the negative impact of a recall (i.e. the knock-on
effects either up or down the supply chain) and ensures that there is an agreed plan of
action when a recall occurs.

e Including express recall provisions in supplier contracts that give a business the ability to
initiate recalls (and recover costs of this where appropriate) where requested by regulators
or the business reasonably considers appropriate, to avoid arguments about whether a
recall is/is not legally required.

e Ensuring traceability of individual batches of products/components to assist in root cause
analysis and minimise the scope of any recall.

e Clearly identifying territory-specific certification and other requirements and allocating
responsibility for compliance with this appropriately. While it may be tempting to seek
t0 pass responsibility for this back up the supply chain, if the supplier is not familiar with
requirements in the relevant consumer market, this may cause more problems than it solves.

e |Including contractual rights to reject entire shipments/batches if a particular percentage of
samples prove to be faulty. It is not uncommon to see contracts that only allow for return
of products that are actually faulty, which would technically require testing of every single
item before it is sent back.
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Considerations for Supply Chain Disputes

Despite best intentions (and well-worded contracts and contractual protections), some supply chain disputes cannot be avoided. Supply chain partners may find themselves in a formal legal
dispute due to a supply chain failure. For example, previously harmonious relationships may have broken down, with positions having become entrenched; one or both supply chain partners
may be behaving unreasonably; product supplies may be late and/or not of sufficient quality, quantity, correspond to specification, etc.; a project may suffer unexpected losses, or margins may
suddenly narrow and contracts become unprofitable/unworkable; and/or as a result of management and other stakeholders demanding that action be taken. Resultant litigation can be time
consuming, inherently uncertain (in terms of outcome) and costly.

When disputes unavoidably arise, then a business/its advisers will (among other things) need to:

e Establish the applicable law. e Carefully and accurately assess the merits of the case and what your overall objectives are

) . . S . . : for the dispute/litigation- what are your best, most likely and worst-case outcomes?
e Consider geographic locations and jurisdictional issues, including enforcement. pute/litig Y Y

. . . . . o o e Ascertain your optimum resolution strategy.
e Confirm the contractually applicable dispute resolution mechanism (e.g. litigation, arbitration Y P 9

or other). e Establish the likely overall cost of the litigation.

e Assess whether the appropriate contractual procedures have been followed, including any * Make a prompt assessment of whether any time limits apply that could bar a claim (and,
pre-dispute/pre-action requirements. indeed, if the claim is already time barred).

e Ascertain whether the contract provides for a particular or exclusive remedy. e |nvestigate whether there is insurance cover. If there is, then a timely notification to insurers

) - . . . will likely need to be made.
e Consider whether you have sufficient resources internally to deal with the dispute. Y

« Consider whether external lawyers and experts need to be engaged. e Understand whether the opposing party is/parties are likely to be good for the money.

. . . e Assess whether the nature of the dispute will also expose the business to reputational
e Undertake prompt documentary and information gathering and, thereafter, manage and P P P

i g . . . damage.
collate documents. This should include suspending any routine document destruction 9
policies, and ensuring both paper and electronic records are investigated and preserved. e Ensure communications with your lawyers/third parties remain privileged (as far as possible).
e Assess the operative terms and conditions- is there a battle of the forms argument? e Take stock of whether it is a business-critical dispute and/or whether an emergency remedy

e Investigate whether any other parties are potentially involved/culpable. needs to be invoked (e.g. an injunction)

e Assess the scope for an early resolution before trial (e.g. negotiation), including the

e Assess whether there are helpful/unhelpful warranties and indemnities, any caps on liability, :
appropriate use of settlement offers.

the nature of the losses (direct or indirect) and the extent to which loss and damage have
been excluded (if at all). e Consider any enforceability issues should you obtain a judgment against the opposing party,

. . . icularly if th is | i h .
e Understand who your key people/witnesses of fact are and what they are saying. This may particularly if that party is located in another country

extend to interviewing and drafting witness statements- preferably by lawyers and preferably
before memories dim.
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